PLAY Project Guide to using

ARM SAFE Military File Sharing

V1.01/16

SAFE

Safe Access File Exchange * %0

PALEANY)

PROJECT®



1. Go to SAFE’s website (https://safe.amrdec.army.mil/safe/Welcome.aspx)

2. Choose the option on the screen for “Non-CAC Users”

SAFE is designed to provide AMRDEC and its customers an alternalive way to send files other

! A I I than email. SAFE supporis file sizes up to 2GB.

Safe Access File Exchange

To begin using SAFE please click on one of the links below.

Welcome to the AMRDEC SAFE Web Application

CAC Users Non-CAC Users
This optien is for CAC users with a computer configured for CAC use For users without a CAC OR f your computer is net configured to read
When prompled for a cerificate, select the one with "EMAIL" in the your CAC. Using this option will allow you to access SAFE as a guest

. or _

How Does it Work?

1. Select Upload Method 2. Sender Uploads Files 3. Recipient Downloads Files
Department of Defense CAC users should choase The sender fills out their information and then Recipients will receive an email with a link and
the CAC option, and all others should choose the adds files and recipients to the package. Many unique password to download the package. After

Non-CAC option. All non-CAC users will be security settings are available for transmitting the the recipient has downloaded files in the package
required to verify their email address package to the recipients their password will expire



https://safe.amrdec.army.mil/safe/Welcome.aspx

3. The next step is to fill in the required data through the website and choose the file that
you wish to send. REMEMBER, ALL FILES must be ENCRYPTED.
(please see Encryption Wizard Guide for encryption tutorial.)

UNCLASSIFIED USE ONLY,TO INCLUDE PRIVACY DATA

Personal Information

. -_I['HI,P

Your Name: John Doe -
= ) [HELF]

Your Email Address johndoe@email.com

Confirm Your Email Address ohndoe@email.com

File Information

Choose File | No file chosen HELP Deletion Date: | (/1112015

25 Maximum Files (total size cannot exceed 2GB) Max is 14 days from TODAY

[GELF) >
Information Handout pdfwzd Privacy Act Data| Delete Description off | 1. is mv document for review

File(s)

Do NOT . nter Privacy Act Data (P} in the description.

Recipient Information

Provide an email address to give access to: Recipients List:

-
Manually Enter Email Address

1. NOTE: You will know your file is encrypted correctly if .wzd is at the end of the file
name as pictured above.



4. Now you need to enter the recipient’s email address and you have the option to be
notified when the file(s) are downloaded by the recipient.

Recipient Information

Provide an email address to give access to: ¥
: v A
Manually Enter Email Address trainee@us.at.mi

[HELP]
Email Address: -

Do not send SAFE packages to group email accounts.

Remove

Email Settings

(1 Encrypt email message when possible
@ Notify me when file(s) downloads are STARTED
# Notify me when file(s) downloads are COMPLETED

NONE FOUO

Require CAC for Pick-up (all recipients will need to log in with a QAC

HELP 5
to download file(s)) Other: %

Upload




5. After the file has been uploaded successfully for sending you should see this screen and
a confirmation email will be sent to the email that you submitted in the previous form:

SAFE is designed to provide AMRDEC and its customers an allernative way to send files other than

s i A I : I E email. SAFE supports file sizes up to 2GB.

Safe Access File Exchange

The files were successfully uploaded. You will receive a confirmation email shortly.

Your files cannot be downloaded by recipients until you verify your email address. Please check your email for
further instructions.

Information on The Uploaded File(s)

File Name File Size

Information Handout pdf.wzd 112 KB
Total file size:112 KB

What is AMRDEC Quick Links Resources




6. The confirmation email to send your file will look like the image below.
NOTE: Copy the password for later use. Click the link in the email to verify yourself to send
the email.

VERIFICATION IS REQUIRED - AMRDEC Safe Access File Exchange Submittal Notice - VERIFICATION IS REQUIRED

SAFE.Team@amrdec.army.mil
to me =

***DO NOT FORWARD™™"
Please note, IAW Para 4-5.a(8) and 4-12.¢c, AR 25-2, it is a violation of SAFE security policy to share/forward Package passwords.
You must contact the Package originator to have the Package re-sent via SAFE (https://safe amrdec army mil/safe/) to other users.

Your Package has not yet been sent.
You MUST verify your email address in order for your recipients to download the file(s). Please use the link below to login and verifiy that you are the sender o

https://safe amrdec army mil/safe/Statusl ogln aspx?PackagelD=5472312 _

If you did not send these files, please notify SAFE Team@amrdec. aimmy mil ASAP.

You have uploaded the following file(s) This is my document for review
Package ID: 5472312

The file will be available until 1/11/2016

You can check the status of the files uploaded at:

https://safe amrdec aimy. mil/safe/Statusl ogln. aspx?PackagelD=5472312

The Password is: Y3Ed"%2P5Y 3" xN#

MNOTICE: This e-mail message is intended solely for the use of the addressee. If the reader of this message is not the intended recipient, you are hereby notifi
message of its attachments is strictly prohibited. If you have received this message in ermor, please notify the sender immediately.

Thank you.

***This message may be forwarded to SAFE Team@amrdec army mil for technical support purposes. ™




7. You will be taken to this webpage when you click on the link in your email. Copy and
paste the password from your email into the text box and click “Submit”

SAFE is designed to provide AMRDEC and its customers an alternative way to send files other than

S A F E email. SAFE supports file sizes up to 2GB.

Safe Access File Exchange

Package Status

To check the status of your package, enter your S.\E!SS\'-'OTG[ """"""""""" m

Note: This page is only for checking the package status. You cannot download files from this page

his password is located in the notification email you received from SAFE in the location below

What is AMRDEC Quick Links Resources Support

T Home Security Notice Knowledgebase




8. You will be sent to webpage that will ask you to verify your email address, once you
click that button you will be sent to this page which confirms that your file has been sent.

SAFE is designed to provide AMRDEC and its customers an alternative way to send files other than

! A I I email. SAFE supports file sizes up to 2GB.

Safe Access File Exchange

Email address verified. The package has been sent.

e coe | cone

What is AMRDEC Quick Links Resources

The

Security Notice




9. After you click continue you will be brought to this page which is your final receipt
of your file being sent:

Package Status

Package ID 5513788
Sender's Name: Nick Vetter Test File

Sender's Email: nick@playproject.org

Date Uploaded 1772016 11:49:25 AM

Delete Date: 172172016

Encrypt Email: False

Motification when Download Starts: True

Motification when Download Ends True

Require CAC: False

File Information

File(s) Privacy Act Data

Information Handout pdf (111 KB)

@ Upload more files to Package

Recipients List

+ Add New Recipient:

Add Recipient

Resend Notice Recipients User Status

karen long.10.ctr@us. af. mil Mot Downloaded

Resend to:




How to receive and decrypt a file

10. You receive and email notification that you have a file waiting for your download,
the email will look like the image below. Copy and paste the password in the email and
click the link provided in the email (similar to the sending process).

MRDEC Safe Access File Exchange Delivery Notice inboe x
No-Reply@amrdec.army.mil
tome |~
Direct replies will not be read by a human
“*D0 NOT FORWARD™*
Please note, IAW Para 4-5.a(8) and 4-12.¢c, AR 25-2, it is a violation of SAFE security policy to share/forward Package passwords

¥ ou must contact the Package originator to have the Package re-sent via SAFE (hitps //safe amrdec army milisafe/) to other users

NOTICE: If any doubt exists as to the safety or origin of the file{s) or the veracity of the sender, the recipient reading this message should NOT download the file(s) and should contact the approprial
immediately for further guidance

File Description: sending file back
Package ID: 5514027
The file{s) will be available at

https:{/safe amrdec army mil/safe/pickupfiles aspx?id=5514027 _

Until: 1/21/2016

The password is b6P%2MIGxETa %y _

NOTE: This password can only be used ONCE

If you require assistance, please contact SAFE Team@amrdec ammy mil and reference Package 1D 5514027 and include a copy of this email message in your request

NOTICE: This e-mail message is intended solely for the use of the addressee. If the reader of this message is not the intended recipient, you are hereby notified that any reading. dissemination, dis
message or its attachments is strictly prohibited. If you have received this message in emor, please notify the sender immediately

Thank you

***This message may be forwarded to SAFE Team@amrdec army.mil for technical support purposes.***




11. By clicking the link provided in the email, you should be brought to this screen.
Enter the password provided in the email and then click the submit button.

A & Edit Template | Mailc x | New Tab x B

SAFE is designed lo provide AMRDEC and its customers an allernative way 1o send files other than

E A I I email. SAFE supports file sizes up lo 2GB.
 Click here for Getting Started Guide

Safe Access File Exchange

Retrieve Files

To retrieve your file(s), please enter your password

nioad a file ONE TIME

What is AMRDEC Quick Links Resources

The Home Security Nofice
s -




12. If your password is correct, after you click submit you will be brought to this
screen. Click directly on the file name to start the download of the file.

SAFE is designed to provide AMRDEC and its customers an alternative way to send files other than

! A I I email. SAFE supports file sizes up to 2GB.
P = —————

Safe Access File Exchange

Retrieve Files

Privacy Act Data

What is AMRDEC Quick Links Resources Support




13. You will now have an encrypted file on your computer that you will need to
decrypt before you can open it and use it.

View

s PC » Downloads

-~

[l Name Date modified Type Size

\ Information Handout.pdfwzd _ 1/12/2016 11:33 A.. WZD File 112 KB

To decrypt a file, open Encryption Wizard, the same software you use to encrypt files
for sending. (Reference Encryption Wizard guide for more information)

Date moddied Type Saze

Information Handout pdd wad N2NE1133 A, WEDFile 128

File Options Tools Help

To encrypt or decrypt fikes, drasg them into
i wenidon and Use She bunizas Beiow.




14. Drag the file into the Encryption Wizard box, when you see it displayed in blue like
the image below then click the “decrypt” button.

Downloads
View
is PC » Downloads
O Name ’ Date modified Type Size
Information Handout pdfwad 1/12/2016 11:33 A, WZD File 112 KB

F_ile Opﬁol!s Tools Hel_p
Information Handout_pdf.wzd

— - porm—
1file (111.8 Kig), 0 selected



15. You will need to enter the passphrase for the file. This will be a phrase that you and
the sender will communicate to each other via phone prior to the file being sent.
This can be a common phrase that you and the sender reuse. This should not be
communicate via email.

[ Passphrase CAQ’PN Cert Flle;_




15. After you click “decrypt”, you will be asked whether or not you want to keep the
original encrypted file. After that decision, you will see that the encrypted file in
the folder that it was downloaded is now decrypted to a useable file.

[l Name Date modified Type Size

“? Information Handout 1/12/2016 11:49 A..  Adobe Acrobat D... 112 KB

N\

X

File Options Tools Help
Information Handout. pdf
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